MANAGING SPAM
IN YOUR MCSD EMAIL ACCOUNT - OVERVIEW

In our continuing efforts to improve your email services and limit the amount of spagyou are subjected
to, the Department of Technology Services (DOTS) is implementing a new spam management system.

This system will allow you to have more control over the inevitable spam in your MCSD email account.
Unfortunately, no system is 100% effective. Legitimate email can be misidentified as spam and not sent
to your inbox. With our previous anti-spam system, you would never know these messages had been
sent and deleted. Spam can also be misidentified as legitimate mail. Our new system will give individual
users the ability to customize the handling of spam. NOTE: If you do not take any action, there will be
no customization of spam management in your account. The choice is yours.

Using a combination of several well-known anti-spam technologies, the new system will

e Keep most spam messages out of your Inbox by directing them to the spam folder and
automatically deleting them after seven days

e Allow you to move messages from the spam folder to your inbox so they can be downloaded in
Outlook

e Allow you to unblock a blocked sender by placing that email address on a personal trusted list

e Allow you to block a sender by placing that email address on a personal blocked list

e Allow you to forward two types of misidentified messages to the district’'s spam database: spam
that was not blocked and good messages that were blocked because they were identified as
spam — The system will analyze these submissions and re-examine the spam criteria; in effect,
your forwarded messages will help to “train” the system.

NOTE: Our new spam management system operates independently from Outlook’s spam
management system. Changes made in one system will not affect the other system.

CONFIGURING YOUR ACCOUNT SO THAT YOU CAN MANAGE YOUR SPAM

1. CHANGING YOUR VIEW OF MCSD WEBMAIL

These instructions are based on a specific view ;
of MCSD Webmail, which could be different from y Mﬂl’!
your current layout. Although you can manage M § ~ :
spam with any layout you prefer, we recommend -

that you follow the steps below to change the —

layout so that your screen will look like the

screenshots in the instructions.

Lser name : lidoe |
1. In Internet Explorer, go to MCSD Webmail. Flesse ¢ [eessssnses |
(The URL is http://webmail.mcsdga.net.) To _
log in, type your user name, the part of your EEEEN Cencrypted login

email address to the left of the @ sign. Do
not enter your complete email address.

2. Type your password.

3. Click Login OR press Enter.

Forgot your password?
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DOTS
Directions
Although there are internal links and bookmarks to each handout in this series, you will find it convenient to print out these six pages.

To close this comment box, click the small yellow X at the top right.


4. On the toolbar, click Settings.

%Get Messages Mew Message %Search

G address Book 7

ur toolbar could look different from the illustration.)

5. Scroll to the
bottom of the Date Format :
screen to Web Today date Format ;
mail layout.

6. In the drop- Refresh interval (Min)
down box, | 'web mail layout : | 5
select Outlook
2003 Like— =~ ‘&b mail language :
even if you Charsef |
don’t have
Outlook 2003. 6

7 Click Save | SaveChanges || 7

| DD .MM HH: MM
| HH: MM
0

Outlook, 2003 Like

Clazszic
Mew Haothdail
Qld \ ebbd ail

Changes.

The view of your MCSD Webmail will now look like the screenshots in the instructions in the following
handouts that outline the options to manage your spam. (Later, you might like to experiment with

some of the other “skins.”)

2. ENABLING THE SERVER RULES

The next step is to enable the server rules to allow you to customize the default settings for spam

management for your email account.

1. In the left column of the window, click Server Rules.
s a check in it; if not, click in the box.

2. Make sure the Enable box (top righW

pd —_
Settings RS Advanced sfew >
Certificates Enable
Sccaunts
Eoldsrs Function Skring
Mo items
Auto Responder
Forwarder
Clienk Bules If all of the following rules are true...
| Server Rules I Ttem ’ Al ~|
MOT
1

Skring |

Then...

Ackion Reject _Zi

MANAGING YOUR SPAM

After you have completed the previous steps, your email account will be configured for you to use our
new spam management system. When you have a specific need, you can use one of the following
handouts. You can move a message from the spam folder, unblock a blocked sender, block a sender, or
forward messages to the system to help train it. NOTE: These handouts do not appear in sequential

order.
Managing Spam in Your MCSD Email Account
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MANAGING SPAM: MOVING BLOCKED MESSAGES
FROM THE SPAM FOLDER TO THE INBOX

WHEN YOU WOULD WANT TO DO THIS

If an expected email does not arrive in your mailbox and you believe that it was sent, you might want to
check your MCSD Webmail mailbox to see if the message was incorrectly directed to your spam folder. If
you find the message in your spam folder, you will need to move it to your inbox folder in MCSD Webmail
if you want to download it to your computer in Outlook.

HOW YOU CAN DO THIS

1. Log into MCSD Webmail and complete the changes in settings as outlined in the first handout on
managing the spam in your email account. (If you have already done this, skip this step.)

2. Inyour mailbox, open the spam folder by clicking it. (If there is no spam in the folder, this option is
not available.)

'_II Get Messages | _ﬂNnyMessage | ‘_Jé_‘) search | [} Address Book F | 5 Settings 7 %
# = Folders ﬁ - Subject From Time Length !

= Inbox (zz119) [] EA[spam]Mortgage News Jon Lehman 17.06.2005 11:05 1,11 kB

= orafts [] EA[Spam] The most cost effective Hold It Systems 17.06.2005 08:53  1.95 kB

= sent (5) i~ [Spam] The Cool Tricks and Charles Kessler 16,06,2005 21:17 12,19kE

= (] Trash

w

2 =] spam (33 w

4 Felected messages b
5 5 | -
\ Dirafts

Sent

Trash

Spam
.

3. Check the box to the left of the message you want to retrieve

6 Delete Selected

pam folder.

4. In the first drop-down box (on the blue bar below the messages), choose Nove.

5. Inthe second drop-down box (on the blue bar below the messages), choose Inbox.

6. Click OK.

7. (Optional Step: If you want to see the changes in your folders, refresh your mailbox view by pressing

the F5 key at the top of your keyboard OR click Get Messages.)

If you anticipate additional messages from this sender and would like to avoid having to retrieve them
from the spam folder, you can “unblock” the sender so that future messages will go into your inbox and
can be downloaded into Outlook.
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MANAGING SPAM:
UNBLOCKING A BLOCKED SENDER

WHEN YOU WOULD WANT TO DO THIS

If you expect email on a regular basis from a source that is automatically blocked, you will want to avoid
repeated visits to the spam folder to retrieve the messages. You can over-ride automatic blocking of a
specific address by placing that email address on your list of “trusted” senders.

HOW TO DO THIS

1. Log in to MCSD Webmail and complete the changes in settings as outlined in the first handout on
managing the spam in your email account. (If you have already done this, skip this step.)

2. Inyour Inbox, click the Spam folder to open it. (You cannot open an empty folder.)
3. Check the box to the left gf the message that is incorrectly identified as spam.
4. In the dyop-down box ol the blue bar below the messages, select White list sender.

5. Click OK.

—j ek Mgassa% | i Mea Message | ﬁ'_) Search | fddress Book 7 | 5 Se%s_ ¥ %
v 4

A ¥

# = Folders [] 8 Subject Erom
= Clinbox (6/5) ‘ & [Spam] Re: Alternative Yerification Sif +s for Schools...

= (T orafts [ & [5pam] ¥EQ£i=H hgze custary
= sent 5 ] =1 [Spam] Teachers -- Our Heroes Samian]
= Trash

3

2 =] Spam (3

fnessogesto sean ([ 5

lete _4'9 Feply Al .-;_-; Farward _¢ Redirect | |z| <o O

o 3
j ave e

Mark, as unread

OR —You can unblock a sender directly from Outlook, without using MCSD Webmail.
Using Outlook to Unblock a Sender

1. Use Outlook on a computer that is configured for your MCSD email account.

2. Inthe To line, type trust@mcsdga.net.

3. Inthe Subject line, type the email address you would like to add to your list of trusted
senders (example: myfriend@domain.com). The body of the message should be blank.

4. Click Send.
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MANAGING SPAM: BLOCKING A SENDER

WHEN YOU WOULD WANT TO DO THIS

If you do not want to receive email from a particular source, you can add that email address to your
“blocked” list. Messages from the specified sender will go into your spam folder and will be automatically
deleted in seven days. They will not be downloaded into Outlook.

HOW TO DO THIS

1.

Log in to MCSD Webmail and complete the changes in settings as outlined in the first handout on
managing the spam in your email account. (If you have already done this, skip this step.)

In your Inbox, check the box to the left of the message from a sender you want to block.

In the drop-dqwn box on the blue bar below your messages, select Black list sender.

Click OK. /

P Gt MEjssag%I 51 New Message | 20 Search | (U Address Book 7 | £ Settingd
A ¥

y A

=l Folders \ [ ]8~ subject rom

=l Inbox (43 2 | i~ Case 6998 -- Re: .Net Framewor Watchfil
= prafts [] & webOd Download Information., <webmnad
=) sent () [] & correction on website Isession
=1 Trash (52} ] Pre-Planning Week - Syst i Tiny Day

203 Spam 3]
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{Copy 4
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ck lizt zender

Ela
W

OR - You can block a sender directly from Outlook, without using MCSD Webmail.

Using Outlook to Block a Sender

Managing Spam in Your MCSD Email Account

1.
2.
3

4.

Use Outlook on a computer that is configured for your MCSD email account.

In the To line, type block@mcsdga.net.
In the Subject line, type the email address you would like to add to your list of blocked senders

(example: spammer@domain.com). The body of the message should be blank.
Click Send.
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MANAGING SPAM:
FORWARDING MESSAGES TO INCREASE
THE ACCURACY OF OUR ANTI-SPAM SYSTEM

WHEN YOU WOULD WANT TO DO THIS

If you are concerned about the increasing volume of spam in your MCSD mailbox, you may want to help
“train” the new anti-spam system. The more spam it analyzes, the more accurate it will become at
recognizing the differences between spam and legitimate email. Submissions from MCSD employees will
increase the accuracy of our anti-spam system by helping to define the criteria for spam.

HOW TO DO THIS
You can help train the new anti-spam system by forwarding two types of email;

e You can forward a spam message that was NOT blocked to
spam@mcsdga.net.

e You can forward a message that was INCORRECTLY blocked as spam to
genuine@mcsdga.net.

Using MCSD Webmail to Forward a Message to Our Spam Database

1. Inyourinbox, select the targeted message by clicking it once. It will open.

2. On the second toolbar (usually in the middle of the screen), click the Forward button.

3. To send an example of spam that escaped detection, in the To line, type spam@mcsdga.net.
OR

4. To send an example of a message that was mistakenly identified as spam, in the To line, type
genuine@mcsdga.net.

5. Click Send Message.

Using Outlook to Forward a Message to Our Spam Database

1. Inyour inbox, select the targeted message by clicking it once. (Clicking it twice will open it.)

2. Onthe toolbar, click the Forward button. (This button is on the toolbar when the message is
opened or unopened.)

3. To send an example of spam that escaped detection, in the To line, type spam@mcsdga.net
OR

4. To send an example of a message that was mistakenly identified as spam, in the To line, type
genuine@mcsdga.net.

5. Click Send.

NOTE: These forwarded messages will have no effect on your email account settings.
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